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Service Account

Service Account documentation
Hosted on github (public)

referenced in the BSP Guidebook

Access control
and monitoring

users

projects jobs

quotas

logs

database

SA endpoints
(vm on CINECA)

Simulations Data analysis …

HPC system

CSCS-DAINT (through UNICORE) NSG

d
w/HPC w/o HPC

Parameter settings

Co-funded by 
the European Union

! !

GitHub
HumanBrainProject/hbp-bsp-service-
account

L.L. Bologna, Single Cell Modelling Workflow - HBP CodeJam #10 - Nov. 26, 2019 – Nov. 28, 2019

https://github.com/HumanBrainProject
https://github.com/HumanBrainProject
https://github.com/HumanBrainProject/hbp-bsp-service-account


ServiceAccount VM
(on CINECA)

HBP – Collab
CSCS-Pizdaint/

NSG

API Request with user token

Verify user token

Fetch user info

Perform request through service account on behalf of collab user

Get response/results

Return response/results
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Store user’s info if
not existing to DB

Update DB records

Service Account Workflow

HBP – OIDC/API
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Django REST Framework

l Submit job

l Fetch job status

l Fetch results

l Delete job

l Get/Update quotas

l Get/Update projects

Database Operations

id: int

time_left: int

space_left: float

user: USER

project: PROJECT

Quota

id: int

job_id: int

owner: USER

project: PROJECT

title: string

init_date: date

end_date: date

runtime: float

stage: string

terminal_stage: 

bool

failed: bool

Job

id: int

username: string

email: string

institution: string

country: string

is_admin: bool

groups: string

banned_from: string

User
id: int

name: int

hpc: string

init_time: int

init_space: float

time_left: int

space_left: float

user_time: int

user_space: float

Project
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Job descriptor (CSCS)
Job = {

"Executable": "slurm command",
"Name": “jobname”,
"Resources": {

"Nodes”: “2”
"CPUsPerNode”: “12”
"Runtime":  “120”
"NodeConstraints" : "mc”

}
}

Job descriptor (SA -> CSCS)
Job = {

”command”: “slurm command”,
”node_number”: “2”,
”core_number”: “12”,
”runtime”: “2.0”,
”title”: “jobname”

}

U
N
IC
O
R
E

Job descriptor (NSG)
Job = {

”tool” : tool,
”vparam.number_cores_” : “2”,
”vparam.number_nodes_”: “12”,
”vparam.runtime_”: “2.0”,

}

Job descriptor (SA ->NSG)
Job = {

”tool”: “tool”
”node_number”: “2”,
”core_number”: “12”,
”runtime”: “2.0”,
”title”: “jobname”

}

Example call
N
SG
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