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What is a Collaboratory OIDC Client?

2

▪ As a service developer, if your service needs to authenticate its users, that 

authentication is done centrally by the Collaboratory IAM service. IAM is based on 

the Keycloak software.

▪ Communication between your service and IAM uses the OpenID Connect (OIDC) 

protocol.

▪ Services need to create an OIDC client to communicate with IAM.

▪ Process:

• Your service requests from IAM whether a user is authenticated.

• If the user is not authenticated, IAM will request that the user logs in.

• IAM then responds indicating whether the user is authenticated, and if so, whether they are 

authorized to used your service. 

• Additionally, your service can request access to specific scopes of information about the user.
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Manage your OIDC clients

▪ Documentation: How to register an OIDC Client

▪ Lab: Notebook to create and manage OIDC client

3

https://wiki.ebrains.eu/bin/view/Collabs/the-collaboratory/Documentation IAM/FAQ/OIDC Clients explained/1. Registering an OIDC client v2/
https://lab.ch.ebrains.eu/hub/user-redirect/lab/tree/shared/Collaboratory Community Apps/Managing an OpenID Connect client - V2.ipynb
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Requirement

• Service developers need permission to create an OIDC client. Permission is only 

granted to users in the following Group:

• https://wiki.ebrains.eu/bin/view/Identity/#/groups/app-collaboratory-iam--service-providers

• Developers can browse to this page and click "Request to Join" to get this 

permission. Support may request additional information and/or motivation.
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https://wiki.ebrains.eu/bin/view/Identity/#/groups/app-collaboratory-iam--service-providers
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▪ Documentation in the collab 

"The Collaboratory"

▪ How to register an OIDC client
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https://wiki.ebrains.eu/bin/view/Collabs/the-collaboratory/Documentation IAM/FAQ/OIDC Clients explained/1. Registering an OIDC client v2/
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▪ You can now add "Maintainers" to your OIDC clients.

• Allows other users to edit your OIDC clients.
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▪ Manage who can access your OIDC clients.

• feature:authenticate is an optional value to grant access to your OIDC client

• By default, your client will be accessible to EBRAINS users.

• If feature:authenticate is true, then you can specify which Groups/Units of users are authorized 

to access your OIDC client.
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▪ Allow a Group or Unit to access your client via the Collaboratory Wiki API
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▪ Much easier way to manage your OIDC clients
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▪ Instructions on how to authenticate with your OIDC client is detailed in our 

documentation

▪ Every OIDC endpoint available to users is available to view here in JSON format: 

• https://iam.ebrains.eu/auth/realms/hbp/.well-known/openid-configuration

▪ For Django-based applications, please see mozilla-django-OIDC documentation: 

• https://mozilla-django-oidc.readthedocs.io/en/stable/installation.html

▪ For Flask-based applications, please see flask-OIDC:

• https://flask-oidc.readthedocs.io/en/latest/
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https://wiki.ebrains.eu/bin/view/Collabs/the-collaboratory/Documentation IAM/FAQ/OIDC Clients explained/1. Registering an OIDC client v2/
https://iam.ebrains.eu/auth/realms/hbp/.well-known/openid-configuration
https://mozilla-django-oidc.readthedocs.io/en/stable/installation.html
https://flask-oidc.readthedocs.io/en/latest/
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▪ In settings.py, configure the OIDC plugin
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More advanced usage, override Mozilla library
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▪ https://github.com/HumanBrainProject/mozilla-django-oidc-demo
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https://github.com/HumanBrainProject/mozilla-django-oidc-demo
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▪ Service developers are asked to develop their OIDC clients in the integration 

environment first, and then deploying the same to the production environment.

• Ensure you have access to the integration environment

o Instructions on how to register your user account in the integration environment can be provided by 

support

• Follow the steps outlined in this presentation to create an OIDC client on the integration 

environment
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• EBRAINS services run on service accounts that receive Fenix resources and redistribute them to 
end users. Such services should use the central quota manager to help manage their users' 
quotas:

• https://wiki.ebrains.eu/bin/view/Collabs/quota-management

• https://wiki.ebrains.eu/bin/view/Collabs/quota-management/API

• The quota manager has several main purposes

• It defines resources that are managed by EBRAINS services on behalf of end users

• It maps quota level names to quota values for each resource

• It keeps track of the resources that each user has consumed

• Main use case

• User Alice wants to perform a command in service X that will consume more resources

• Alice and or X estimate how many resources will be consumed by the command.

• X calls the Quota Manager to check if Alice has enough quota for this command.

• The Quota Manager responds true or false.

• The service X uses that response to launch the command or to block it.17

https://wiki.ebrains.eu/bin/view/Collabs/quota-management
https://wiki.ebrains.eu/bin/view/Collabs/quota-management/API
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• Each service is responsible for informing the quota manager about consumption

• The quota manager does not know what a user is consuming without information from the service itself

• A service can end up querying multiple quotas:

• For example, the image service consumes its own HPC resources and also consumes resources of 

the Bucket service for its output.

• The quota manager does not necessarily keep track of resources synchronously 

• This means the quota manager may not always be 100% up to date

• E.g If the quota manager is down for any reason, new public collabs created during the down period will 
not be recorded immediately but will be updated once the manager is back up

• It is the services' responsibility to ensure the quota manager has up to date values to prevent excessive 
over consumption.

• Although not yet implemented, a dashboard to view users' quotas and quota 
consumption will most likely be developed.
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• There are currently several resources being tracked in the quota manager

• Drive service's storage

• Bucket service's storage

• Image service's Supercomputing node hours 

• Wiki service's number of public collabs 

• More resources will be tracked as needed, with some soon to be implemented:

• Lab service's RAM hours 

• While utilizing the quota manager, services should ensure that they can continue 
functioning if the quota manager cannot be contacted.

• Services can update the resource consumption at a later time.

• It is important to note that collabs are accessible by multiple users. Their resource 
usage (Drive, Bucket, number of collabs) are assigned to a single owner per collab.

• The collab creator is the owner. The ability to transfer ownership of collabs will be added soon.
19
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▪ In order to integrate your service with the Quota manager:

• Draw up a proposal

• Contact support with your proposal
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